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Abstract

Threshold ECDSA is a promising method to mitigate malware in Bitcoin Wallet. By
sharing the signing power, it is reliable against a single point of failure. It prevents
a malware attempting to steal the private key to obtain the Bitcoin and provide a
backup mechanism for the wallet. It consists of a complicated cryptosystem.

A commitment scheme is one of the building blocks in the threshold ECDSA.
Damgard, Gennaro, and MacKenzie commitment are listed as applicable commit-
ment scheme for the threshold ECDSA. Studying the three commitment lead us to
an assumption that none of them is efficient. Galindo scheme is proposed in return
as an option.

By implementing the commitment schemes and analysing the computation time
when committing a message, It is proven that the proposed scheme is more efficient

in average by 50%.
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Chapter 1
Introduction

Bitcoin is a cryptocurrency protected by the elliptic curve digital signature [[] To
sign a transaction (spend the Bitcoin), individuals needs to use a private key. If a
malware / adversary can get the private key, they will be able to steal the Bitcoin.
That is why the security of the private key is vital in the Bitcoin system. Threshold
ECDSA in [1] is an alternative to mitigate the malware stealing Bitcoin.

Threshold ECDSA (k,n) enables a group of n to share a signing power where
each in the group cannot sign without collectively signing with at least k share.
Consequently, an attacker needs to have at least k share to be able to sign a trans-
action. This increase the security of the Bitcoin. Because k& < n, some share can
also be used as an backup. Threshold ECDSA solves the single point of failure
that currently resides in the single Bitcoin signature. Threshold ECDSA consists of
complex protocol.

One of the protocol is the commitment scheme. There are three listed candi-
dates commitment scheme that are applicable for the threshold ECDSA which is
constructed by Damgard [2], Gennaro [3], and MacKenzie [4]. All of those has dif-
ferent ways to implement the key generation and to commit a message, but they
have something in common which is a large number of exponent computation. The
large number of exponentiation lead those three schemes into an inefficient scheme.

The Author with the help of supervisor proposed a new commitment based on [5]
that is also applicable for the threshold ECDSA but more efficient. The project will
analyse the efficiency of the proposed scheme by implementing a program that can
run the key generation and commit algorithm for all of the stated schemes before
and then comparing the efficiency of them. The efficiency will be measured by the

processing time for the scheme to commit a message.

Thttps:/ /en.bitcoin.it /wiki/Elliptic_Curve_Digital_Signature_Algorithm
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1.1 Motivation

The motivation of this project is as follows:

e Learning how to mitigate malware stealing Bitcoins using Threshold ECDSA

Learning the Damgard, Gennaro, MacKenzie commitment scheme

Proposing a more efficient commitment scheme

Implementing the Damgard, Gennaro, MacKenzie, and the proposed commit-

ment scheme

Comparing the computation time as a proof of efficiency

1.2 Contribution of the project

The main contributions of the project are proposing a new commitment scheme that
is efficient and applicable for the threshold ECDSA which also better than the other
commitment scheme listed in [1]. Analysis and implementation of each scheme in

SageMath program are used as a proof of concept.

1.3 Related work

Researchers have been working on about the Threshold DSA/ECDSA and the com-
mitment scheme.

The paper “Threshold-optimal DSA/ECDSA signatures and an application to
Bitcoin wallet security” posted in 2016 [1] is a start for this project. It explains
the importance and benefit of implementing threshold ECDSA in Bitcoin Wallet,
explains the complex building block for the cryptosystem including the option of
the commitment scheme. Authors of the paper have developed the prototype of the
threshold ECDSA for the Bitcoin wallet and share it as an open source.

The paper “Non-interactive and reusable non-malleable commitment schemes”
posted in 2003 [2], “Multi-trapdoor commitments and their applications to proofs of
knowledge secure under concurrent man-in-the-middle attacks” posted in 2004 [3],
and “On simulation-sound trapdoor commitments” posted in 2004 [4] elaborates
about the construction of their commitment schemes. Those papers provide the
mathematical detail which are used as a foundation to realise the schemes.

The paper “Computational soundness of non-malleable commitments” posted in

2008 [5] provides a generic construction for a non-malleable commitment scheme
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based on one-way trapdoor permutations. This paper is proposed as an option for
a more efficient commitment that is also applicable for the threshold DSA /ECDSA.
To realise the tag based encryption, the paper “The twin Diffie-Hellman problem
and applications” posted in 2008 [6] which provided a variant of the Cramer-Shoup
scheme is chosen. Furthermore, the paper “Efficient hybrid encryption from ID-
based encryption” posted in 2010 [7] containing CMA-Secure one-time signature
based on DLP which in this project is used to realise the signature scheme.

In conclusion, this project is significantly related to the above papers since every

part of our project aims to realise mathematical details of the commitment scheme.

1.4 Project Outline

The systematical approach for this report is as follows:

1. Chapter 2 Further Background Material
This section consists of the basic theory of Bitcoins, Bitcoin Wallet, Threshold
ECDSA, Independent Trapdoor Commitments,Damgard Commitment, Gen-

naro Commitment, MacKenzie Commitment, Galindo Commitment

2. Chapter 3 Analysis
This section consists of the analysis on Damgard Commitment and realisation

of the proposed Galindo commitments.

3. Chapter 4 Design
This section consists of the design of the input output specification and the

design implementation of each scheme in SageMath.

4. Section 5 Implementation and Testing

This section consists of implementation code and the testing design.

5. Chapter 6 Result and Evaluation
This section consists of unit testing of the SageMath implementation for each
scheme, result of the testing designed in Chapter 5, and the evaluation of the

result.

6. Chapter 7 Discussion

This section consists of the Achievement the future work.

7. Chapter 8 Conclusion This section consists of the conclusion of the project.



Chapter 2
Further background material

In this chapter, the background materials that are used as a foundation of this

project will be described.

2.1 Bitcoins

Bitcoins is a cryptocurrency, an electronic payment system based on cryptography.
Bitcoin uses peer-to-peer technology to operate with no central authority or banks;
managing transactions and the issuing of bitcoins is carried out collectively by the
network E] It shares a public ledger called a block chain. To send bitcoin, user will
need to sign a transaction using its private key and then send it to the network.
Other users can then verify the transaction using the public key. After the transac-
tion is signed by the user and send to the network, miners will try to confirm the
waiting transactions to finally include it in the block chain as a valid transaction by
solving a mathematical problems with a rewards that is specified by the users.

The private key is the only proof of the ownership of the address which can be used
to spend the bitcoin. Losing the private keys means losing access to the money. By
having the access to the private keys, adversary can impersonate the real user and
steal the key.

2.2 Bitcoin Wallet

Bitcoin wallet is an abstraction of a physical wallet which main purpose is to to
hold set of private keys with the corresponding public keys [§8]. Backing up the

keys become essentials because it is the only proof of the address ownership and

Thttps://bitcoin.org/en/
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if it losed, it could not be regained. There are several types of bitcoin wallet such

follows:

e Web / Online Wallets
The private keys are stored online using computer controlled by the server
provider. It is convenient because it is accessable anywhere but the main
disadvantage is that rellying on the other security. If the online system is
breached, we have a chance to lose our coins. Moreover there is a chance that
the provider steals our money as well because they store the keys. Example
of this wallet are CoinBase, BlockChain.

e Desktop Wallet
Wallet is installed in a PC that can be used to create bitcoin address to
send and receive bitcoins. This wallet is great if the user are able to secure
their PC from malware. Example of this wallet are BitcoinCore, MultiBit,

BitcoinKnots.

e Mobile Wallets
Wallet is installed in mobile devices. The example of this wallet is Bitcoin
Wallets.

e Hardware Wallets
This wallet uses a specially design hardware to store the keys which is secure

against malware. The example of this wallet are Trezor, Ledger, KeepKey.

e Paper Wallets
The private and public keys of the wallet are printed into a paper. It provides
high security because it prevents any attacker to stole the keys using malware.
It needs physical access to hold the papers. The disadvantage of this wallet is
the quality of the ink which may degradate through time or in some cases the

user lost the paper.

2.3 Secret Sharing

Encrypting a message with a key has a certain weakness. It depends on the keys.
If the key is lost, the message will not be able to be reconstructed. Moreover, if
the key is possessed by the adversary, the secrecy of the message will be lost. As
a result, protecting the secrecy of the key is become the focus of securing message.
Encrypting a key with another key is insecure where on the other hand replicating

key will not solve the problem. [9].
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Secret sharing (k,n) is a method to conceal a message by distributing the secret
message into the group of a n participant in a shape of share [10]. The message
can only be reconstructed if a k£ number of share are combined. k£ — 1 number of
share will not leak any information. Secret sharing disables the ability of the owner
of the shared secret to reconstructed the message independently which resulted in
enhancing the security of the message if it is compared to the other encrypting

method that is using single key.

2.4 Threshold DSA/ECDSA

Threshold ECDSA adopts the nature of the secret sharing. The private key which is
used to sign a message can be shared in a form of share to n participants which only
when £ participant do the distributed signing they can sign the key. The application
for this scheme is that people can make a share of their key, and then they try to
put it in different place or different device. In Bitcoin environment for example in
the (2, 2) scheme, people can create the share of the key, and put one part of the key
in phone and the other part in the computer. It prevents the malware that might
attempts to steal the key. It needs to infect both device to be able to compromise
the key. The other function that might be used is to create more share as a backup.
Remember that if the key is lost, it means that there is no way to have the access for
the Bitcoin. So sharing the key is a good way to not only secure it but also makes
it reliable.

The scheme proposed in [1] consist of a complex protocol. There are building block

that needs to be done as follows.

1. Initialization phase
In this phase, common parameters G,g,q for the DSA are choosen. If its build

on top of the Bitcoin environment, the value of G is on a shape of coordinate.

2. Key generation
For the players to jointly generate a DSA key pair (x,y = ¢*), the idea is to
generate a public key E and secret key D in shared form among the player
for additively homomorphic encryption (Mod N). The N is chosen to be larger
than ¢%. Then a value z is generated and encrypted with E in this case is a
paillier cipher with value a = F(z) made public |1]. To enforce the indepen-
dence values contributed by each player to the selection of z, the scheme use
independent trapdoor commitments. Each player computers a ZK argument

1, For each round, if the commitments open to null or any ZK proof fails,
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the protocol terminates without an output.

3. Signature Generation
For the player to jointly generate a signature, there are six rounds that must
be followed.

(a) Round 1
For each player P;
e select p; randomly from 7,
e compute u; = E(p;)
e compute v; = E(p;x)

e Commit the u; and v;
[C14, D1, = Com([u;, v;])
then Broadcast the Commitment C ;
(b) Round 2
Each player P; broadcast the Decommitment of C;, D;; and the Zero

knowledge argument of [ [, ,. Furthermore, players do some computation

as follows:

e Calculate u = E(p)
t+1
where p = > p;
i=1

e Calculate v = E(pzx)
(c) Round 3
For each player P;
e select k; randomly from Z,
e select ¢; randomly from [—¢5, ¢°]
e compute 7; = g"
e compute w; = E(k;p; + ¢;q)

e Commit the r; and w;
[Cy4, Do) = Com([r;, wi])

then Broadcast the Commitment Cs;

(d) Round 4
Each player P; broadcast the Decommitment of Cs;, Ds; and the Zero
knowledge argument of sz Furthermore, players do some computation

as follows:
t+1

e Calculate k = > k;

=1
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t+1
e Calculate where ¢ = > ¢
i=1

e Calculate R = ¢*
e Calculate r = H'(R) in Z,

(e) Round 5
Each Player computes 0 = E(k™!(m + zr)) = E(s)

(f) Round 6
Players invoke distributed decryption protocol TDec over ciphertext o.

Let s = D(o)modq. Players then output (r,s) as a signature for m.

2.5 Independent Trapdoor Commitments

A trapdoor commitment scheme allows a sender to commit to a message with
information-theoritic privacy i.e., given the transcript of the commitment message
the receiver even with infinitie computing power, cannot guess the committed mes-
sages better than at random [1].

Formally a non-interactive trapdoor commitment scheme consist of four algorithm

KG, Com, Ver, Equiv with the following properties :

e KG (Key Generation)
Input : Security parameter
Output : Pair of pk (public key associated with the commitment scheme) and
tk (trapdoor)

e Com (Commitment Algorithm)
Input : pk and message M
Output : [C(M),D(M)] = Com(pk, M,r) with r are coin tosses, C'(M) is
commitment string, D(M) is decommitment string that is kept secret until

opening phase

e Ver (Verification Algorithm)
Input : C, D, pk

Output : messages M or null

e Equiv (Open Commitment)
Input : pk, M, r, message M’ # M, string T'
Output : if T' = tk, returns D’ such that Ver(pk,C(M),D") = M’

In [1], there are three commitment scheme that is applicable for building the
crypto block of the threshold DSA. Those three are Damgard Groth commitment [2],
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Gennaro RSA commitment [3], MacKenzie commitment [4]. By analysing those list
commitment algorithm, it can be found that those are not efficient. By the help of
my supervisor, we propose the fourth commitment scheme which are based on [5].

All of those four commitment will be described in the next section.

2.6 Damgard Commitment

Damgard Groth proposed a construction of non-malleable commitment schemes that
implementation is based on the strong RSA assumption in [2]. The scheme consist

of phases as follows:

e KG
This phase is used to generate the public key pair (N, s, e) and the trapdoor
(p,q). The detail of the phase is as follows:

1. Select n as a k-bit RSA modulus.
2. Select g as 2k+1 bit prime.
3. Select y randomly from Z7.
e Com
To commit to an element x € Z,, there are steps that needs to be followed:

1. Let n an RSA modulus and y random number from Z,,

2. select r randomly from Z7.

3. Let w signature of a where y = w*modn

4. Define function h

By using ¢ € Z7, this function outputs smallest prime larger than 2*c.

5. Message authentication scheme
The authentication key is ak = (rq,r2) with
r1 is picked at random from Z
ro is picked at random from Z

mac = ria + ro, mod n

6. Relation R = ((n,y,a),w)|ly = w*modn
Prover sends a = r¢
Verifier sends random k-bit number m

Prover sends z = rw™modn.
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The Commitment C' for k-bit message = (c, a, mac)
Decommitment D = (m,d, z)
where

(¢, d) = commity, 4,(r1,72), (a,m, z) = S((n,y,a), m)

It could be observed that this commitment scheme is costly in computation. It is
caused by the function h that is tempting to find the smallest prime larger than 2*c.
It is bad because each time the scheme commiting a message, generating random
prime number ¢ and doing primality test is costly. So this scheme does not need
to be investigated or implemented even further because in a concept it is already

costly.

2.7 Gennaro Commitment

e KG
To generate the public key pair (N, s,e) and the trapdoor (p,q), the process
is as follows:
1. Select p, g large primes
Select s randomly from Z}
Compute N = px*q
Compute ¢ = (p — 1)(g — 1)
Select e with 1 < e < g and GCD(e,¢p(N)) =1

A

e Com

To commit to a message a € [1..2171], the steps are as follows:

1. Select r randomly from Z%

2. Compute A = s*.r*modN

The commitment / decommitment pair (C, D) is

(A7 (a, T)) (2.7.1)

e Ver
To verify the commitment of the sender, sender reveals the a,r to the receiver
and verify that A = s®*.r°*modN
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2.8 MacKenzie Commitment

SSCT scheme based on DSA consist of several steps as follows:

e TCGen
This phase is used to generate DSA public and private key pair (Pk, Sk)
Pk =(g,p,4,) Sk = (g,p.q,)
value of each element has the specification as follows:
g = generator
p = a random prime
= prime order of a cyclic group that is generated by g

x = random element in Z,

y=g"

e TCcom
To commit to a messsage m, it needs to select o and 8 randomly from Z,.
Then it needs to calculate ¢’, h, ¢ using Equation [2.8.2]

g’ = g“modp
h = g"®9y9 modp (2.8.2)
c=(g)°.n"

Resulted commitment/decommitment pair (C, D) can be seen in the Equation
2.8l

((g',c),B) (2.8.3)

e TCver

To verify the commitment, verify that
c=g¢Phm (2.8.4)

with
h = g1(tag)yd’ (2.8.5)

2.9 Galindo Commitment

This scheme is proposed by looking at the other scheme that have larger number
of exponentiation computation. In this scheme, let Tag based encryption scheme
[ = (KeyGen,Enc,Dec) and Signature scheme > = (Gen,Sign,Vrfy). The key

generation, commit and verify algorithm of this scheme are as follows [5]:
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e Key Generation
To generate a key pair (pk, sk), the trusted third party (TTP) runs the KeyGen

in tag based encryption twice.

(pk1, sk1) = KeyGen(17)

(2.9.6)
(pka, sko) = KeyGen(17)

e Commit
To commit into message m, it needs to select r1,ry uniformly from Random R
with R has the same message space as the message. Then, it calculates the

pair of (vk, sk) using the Gen algorithm in the signature scheme.
(vk, sk) = Gen(1") (2.9.7)

Furthermore, it needs to calculate Ciphertext ¢; and ¢, using Enc algorithm

on the tag based encryption.

c1 = Enc(pky, vk, m;rl)

(2.9.8)
ca = Enc(pkq, vk, m;r2)
Lastly, it calculates s which is the signature of the ¢; and ¢, using sk.
s = sign(sk, (c1,¢2)) (2.9.9)

The resulted notation of commitment/decommitment (C, D) can be seen in

the Equation [2.9.10

(C, D) = ((vk,cy,c9,5), (m,11)). (2.9.10)

e Verify
To verify the commitment, the receiver needs to check whether signature on

(c1,¢2) is true and if ¢; = Enc(pky, vk, m;ry).

The realisation of this scheme that is applicable for commiting value for the pailier

cipher (2047 for the exponent) is going to be described more in the third section.



Chapter 3
Analysis and Specification

In this chapter, the specifications of Galindo commitment that is applicable with
the threshold DSA used in this project will be shown.

3.1 Galindo Independent Trapdoor Commitment
based on GGROS8

Basic security parameter of the paillier cypher to be secured is the |N| = 2047 for
the exponent. Encryption of the paillier cipher works on the mod of N2. So to
commit two value, (u;,v;) paillier cipher, which both are in N? = 4094, in total it
needs minimum of 8188 bits length.

In this scheme, let Tag based encryption scheme [[ = (KeyGen,Enc,Dec) as a
Cramer-Shoup scheme [6]. Then let Signature scheme ) = (Gen,Sign) as an One-
time Signature based on DLP [7]. The One-time signature consist of two algorithm

as follows:

o Key Gen
To generate a key pair private key sk = (a, b, ¢) and public key vk = (g1, g2, V)
where
(a,b,c) € Z,224
(91 =9%92= 9"y = 9°)
e Sign

To calculates Signature o of the ¢; and ¢, as follows.
o= (01,09) (3.1.1)

where

01 = ({224

13
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(c—m —a.oq)
b

oy = with m = sha512(cy, ¢o)

So, The key generation, commit and verify algorithm of this proposed scheme

are as follows [5]:

e Key Generation
To generate a key pair (pk, sk), the trusted third party (TTP) runs the KeyGen
GGRO8.
(t1,t2) < Zys192
hy = hi?
Furthermore it runs the One-time signature keygen
Then it runs the Cramer-Shoup KeyGen
(71,1, 22, T3) < Zggi92
(X1, X2) (t1, 1) < ?18192 (3.13)
hi = sg199t1
hQ - h?

where

(3.1.4)

Xz' 9@
e Commit(pk,m,r)
To commit into message m € Zggig1, it selects r randomly from Zgg19; then

calculates ¢; and cs.

¢ = hgn.h;ha256(vk).rm0dp8192 (315)
cy = csEnc((xy, T, 12, 2), vk;m)
where
csEnc((xq, €1, xe, o), vk; m) means calculating these values.
Yy € Zg
t=T(vk,Y)
7 = (XL.X,)Y
=y (3.1.6)

Zy = (X1.X5)Y
k = sha256(X7)
¢ = AES256,(m)



3.1. Galindo Independent Trapdoor Commitment based on GGRO8 15

Output of the csEnc is a ciphertext (Y, Z1, Zs, ¢).
o = sign(OTS). The resulted notation of commitment/decommitment (C)
can be seen in the Equation [3.1.7]

(C) = (vk,c1,09,0). (3.1.7)

e Equiv(pk,a,r,d, c)
To equiv, it needs to calculate r’
,  a—d + H(vk)ter

= 191 A
r H(ok) 12 modgs19 (3.1.8)

o Verify(pk,C,d,r")
To verify the commitment, it verifies these both condition.
— Signature in signViy(vk, c1||c2, o) is correct

hash(vk)r’
phashRI or not

— Check whether value of ¢; equals to h{’



Chapter 4
Design

Based on the analysis that has been conducted, several things need to be designed
to provide the proof that the proposed scheme is more efficient than the other
commitment scheme for threshold ECDSA. In this chapter, the input/output that

is necessary for the program and the detail of the method will be discussed.

4.1 Input and Output

To implement the commitment scheme, SageMath is chosen as the platform to de-
velop the program because it provides a wide range of crypto library. The software
that is developed is a software to analyse the computation time of each commitment
scheme listed in the previous chapter when committing messages.

The input and output of the program are as follow:

e Input
Input for all of the commitment scheme is a Message m, where m is an ap-
pended value of u; and v;. u; and v; itself is a ciphertext from Paillier Cipher
which has base modulus n? with n = 2047 bit.

e Output

There are two outputs for the commitment scheme as follows:

1. Commitment c
Commitment c consist of several values that might be different for each

instantiation of a scheme.

2. Computation time

Computation time is a time that a scheme need for commiting a message.

16
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4.2 SageMath programs

There are three commitments scheme that will be realised in three SageMath pro-
gram. The three commitments are the Damgard, MacKenzie, and Galindo. The
Damgard commitment is not realised because of the reason that is mentioned in
the second chapter. The designs of the SageMath programs which are based on
corresponding paper [3] [4] [5] as follows.

4.2.1 Gennaro Commitment

This SageMath program is designed to realise the Gennaro commitment scheme [3].
Constructing large RSA modulus N by selecting p and ¢ large primes which also
secure is costly in time. To save time, N is constructed by multiplying p from
8192-bit MODP Group E] and p from 8192-bit primdﬂ. e then is assigned as p prime
ffdhes1928

4.2.2 MacKenzie Commitment

This SageMath program is designed to realise the MacKenzie commitment scheme
[4]. In the key generation algorithm, generating a p random large secure prime

number is costly. To save time, p is assigned as p in prime ffdhe8192 E] so that the

q:p2 and g = 2.

4.2.3 Galindo Commitment

This SageMath program is designed to realise the Galindo commitment scheme from
the third chapter. The scheme is working in two groups of (psg192, gs191, gs191) and
(p2048, 224, g224). By using the same reason as the previous scheme, to save time,
(ps192,g3191, gs191) is assigned as p and ¢ in 8192-bit MODP Groupﬂ For the
second group, (p2048, ¢224, g224) is assigned as in 2048-bit MODP Group with 224-
bit Prime Order Subgroup [

thttps:/ /www.ietf.org/rfc/rfc3526.txt
http://www.floatingdoghead.net /bigprimes.html
3https://tools.ietf.org/html/draft-ietf-tls-negotiated-ff-dhe-10
“4https:/ /tools.ietf.org/html/draft-ietf-tls-negotiated-ff-dhe-10
Shttps://www.ietf.org/rfc/rfc3526.txt
Shttps://tools.ietf.org/html/rfc5114



Chapter 5
Implementation and Testing

In this chapter, the software enviroment and the testing result of the commitments

is described.

5.1 Implementation

In this section, the detail of the software environment is described.

5.1.1 Hardware Environment

The detail of the hardware that is used to implement and test the commitment

scheme is as follows:

1. Notebook : ASUS N550JX
2. Processor: Intel (R) Core(TM) i7-4720HQ CPU @2.60GHz 2.59 GHz
3. Memory : 8192 MB RAM

4. Video Card :NVIDIA GeForce GTX 950M 8078 MB

5.1.2 Software Environment

The Softwares that are used to build to develop the commitment schemes is as

follows:
1. Windows 10 Home 64-bit (Host PC)
2. Virtualbox 5.1.2

3. Ubuntu 14.0.4 LTS 64 bit (run as a virtual machine) The hardware setting for
this virtual machine is as follows:
18
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e Processor : 4 Core
e Memory : 4096 MB RAM
e Video : 128 MB

4. Sagemath 7.3 (run inside Ubuntu)

5.2 SageMath Program

In this section, implementation of each commitment scheme on SageMath will be
discussed. All of the code is implemented by myself according to the mathematical
construction for each scheme. Some values for p, ¢ and g are assigned with numbers
from external website as previously explained in the Chapter 4 Design. Several
libraries that are imported/used such as the time to calculate the computation
time, hashlib for hash function, AES from Crypto.Cipher for implementing
AES.
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5.2.1 Gennaro

ES commitment Genna... %

] commitment Genna...

€ (| localhost

def rsa kg():
p8192nl =

109074813561941592945029

785639028532473848836817

372335961570459709223380

161273254052879655450286
830879919426939958487087

9124814756378288055886180
161415772128252753946881

480468479252748867320362
132551537039507952712326
366837651413103110233683

719294694323450186884189

302609721932803171716964

131929604120128351615426
879981135908026983868205

757896989172073563552274
913614608532638233462874
824513729625136659128221

172779169753241348465746
930568641338023104609645
962074309438151825437902

614043339386861400378480

247369838869289242094647

218628640533982619322466
058131775591620763631544

407807051804133686980839

569198110353659943111862

293888417488853982907077
788786532770711557380426

130246506341207020335797

753804902317410308626149

998827559139278726762718

121481966092745325488641
113591249183927403531542

p8l92n2 =
652213827904073750635424

827351136092199307952872

2800235614553628791098186
020952778524772489157108

322188038483136463789270

766630574399667390023012

ATAATTIACTASTINTTIIESAC TASC A

1e/adi | € ) (0 | localhost:8080/home/admin/5/]

E:IL:|
49996000379985856285220257404489461687265179
3050975758218755616844005485958483
N = p8192n1*p8192n2
e =

109074813561941592944403738207320216412530560
48409578358525626213285786750701215132774531
72290338916318467056551341312388724237204552
22706607076452234449982123750424212157769015
25930488573888424155778996363984841414243554
97041033445022502762816331857033727315823681
93347547938643595365115805857556804379724898
67017666738909443527252751194345845127861789
47628133961178002643746220845591569312550242
43729465657415024109535109250862303397559456
21909908386641232333892944555619369027608513
47122304601806052013210478673966121765822384
76298004719426201203500892584711422666724869
07538007497089466194019102235131393779440317
85900567258712506491423242565563135524281249
089609879806418111190508123100434526728664726
57901773457865316779016802867060247473012972
43242915619930604287973659968151168649532362
01494232867223739335827729469781512938644180
51727935072840354049659322414542456196664965
55379494869707430746485961836217272806165182
22352382379080101220172181432396658556537678
62746936405146754683055098267804148351760355
76850863915723452487089990921274837044452675
01573601435540382426694432665574675892946270
55586496057994190366959553366195993768321828
69943853374953316002333533954475281180536503
36032123289052813864430541340680748450984769
55295707889054350890305068406646635083264525
07180615323323707230823981670673369901279153
56769072753602330301038773063747674860388717
43312908870256819301940212571011404035922454
75832217514514887471827867630829567;

# s 1s a random element of Zn#*
while True:
s = ZZ.random element(N);
if gcd(s,N) == 1: break

return M,e,s

Figure 5.1: Key Generation Gennaro Commitment

In Figure rsa_kg() shows how to realise the Key Generation algorithm of the

Gennaro commitment.
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# Commit to a element of 1 ...

def commit(a):
#r =
while True:

r:

2~1-1

random element from Zn*

ZZ.random_element(N);

if gcd(r,N) == 1: break

#print "r ", r;

# A = Commitment =

(s™a * r*e)mod N

A = Mod(power mod(s,a,N)*power mod(r,e,N),N);

return [A,[a,r]];

Figure 5.2: Commit Gennaro Commitment

5.2.2 MacKenzie

[§d] MACKENZIE LOMITIL. ..

& ) & localhost B¢ o
def TCgen(): D |
# p = choose 2048 bit prime p

p =
109074813561941592945029492935978450034815512495317221177410110
785639028532473848836817769712164169076432969224698752674677662
372335961570459709223380406981005078610330473123318239824352794
161273254052879655450286791974677698375939147598714252131587871
830879919426939958487087540965716419167467499326156226529675209
912481475637828805588610833271741540149751348931251160157763188
161415772128252753946881651931933333750311477719236041228172101
48046847925274886732036238535559660179512280675621771357981987@
132551537039507952712326524048949838694921744816523038034988813
366837651413103110233683748899977574404673365182723939535354034
719294694323450186884189822544540647226987292160693184734654941
302609721932803171716964189715539541614461917590937195249511167
131929604120128351615426904438925772770028968411946028348045230
879981135908026983868205969318167819680850998649694416907952712
757896989172073563552274550661838158476691355305497554398194803
913614608532638233462874545639807160305805163420938670870330654
824513729625136659128221100967735450519952404248198262813831097
172779169753241348465746813073370173808303536806232163369494713
930568641338023104609645095359408937554028503729247092939511402
962074309438151825437902976012891749355198678420603722034900311
614043339386861400378480309162925432736845336400326376391007745
247369838869289242094647894773380038778274141778648477019010886
218628640533982619322466154883011452291890252336487236086654396
058131775591620763631544364944775078712941198416378677017221666
407807051804133686980839845462558692120130818563888808269940868
569198110353659943111802300636106509865023943661829436426563007
293888417488853982907077430529736053592775157496197308237732158
788786532770711557380426451920634921585019519536481338752681174
130246506341207020335797706780705406945275438806265978516209706
753804902317410308626149687833062078696878681084236399719832090
998827559139278726762718244289280964687422826317243564236858826
121481966092745325488641054238839295138992979335446110090325230
11359124918392740353154294858383359

545374067809707964725147464679892250174077562476586105887050553
928195142662369244184088848560820845382164846123493763373388313
861679807852298546116902034905025393051652365616591199121763973
806366270264398277251433959873388491879695737993571260657939359
154399597134699792435437704828582095837337496630781132648376045

evaluate

Ny T

E1|¢c|[Qs w o
©39035259020608434904199227312/934b0b00UB54092819444041349/0434372¢€
8459905517682997155590115031805325493251197183091471821328150395¢
4694420874442699145353871526486802679638757874809865411886607947:2
94393266385355778690213225960317460792509759768240669376340587123
65123253170603510167898853390352703472637719403132989258104853397
7690245115870515431307484391653103934843934054211819985991604538¢
9941377956963936338135912214464048234371141315862178211842941300€
60740983046372662744320527119419647569496489667723055045162615477
5679562459196370176577147429191679

localhost

9 =2;

#x =
X =

a random value from Z q
randint(@, q);

y = power_mod(g,x,p);
return (g,p,q,y,x)

de

=

Tccom((g,p.,q,y).m,tag):

alpha = randint(1, q);

gprime = power mod(g,alpha,p);

h = Mod(power_mod(g,hash(tag),p) * power_mod(y,gprime,p),p);

beta = randint(1, q);

¢ = Mod(power_mod(g,beta,p) * power mod(h,m,p),p);

# return commitment / decomitment pair
return ((gprime,c),beta)

n 272047+1;

ul randint (@, (n*2)-1);

vl randint(@, (n~2)-1);

commited = ul + vl*power(n,2); commited
(9,p.q.y,x) = TCgen();

tag = randint(e, q); tag

startTime = time.clock();

(gprime,c),beta = TCcom((g,p,q,y),commited, tag);
endTime = time.clock();

print endTime-startTime;
print
print

"Processing Time ",
"gprime = ", gprime
ne = n,

|print "beta = *, beta

Figure 5.3: Implementation of MacKenzie Commitment Scheme

In Figure

it is shown the key generation algorithm which is represented in

TCgen() and the commit algorithm is represented in TCcom(). The value of the p

and ¢ is following the design on the Chapter 4 design.
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5.2.3 Galindo

[ pavid commitment ... x

€ )  localhost @e wae 9
# TTP : runs keyGen(l~eta) twice then return (pkl,skl) and (pk2,sk2)
def OTSKG():

# p2048 = 2048-bit MODP Group with 224-bit Prime Order Subgroup from
https://tools.ietf.org/html/rfc5114
# q = 224-bit prime order;

a,b,c element of Zg
randint(0,q224);
randint(0,q224);

# private key / Secret key :
a=
b=
¢ = randint(®,q224);

# public key / verification key : gl,g2,y
#g =

9224

gl power_mod(g224,a,p2048);
g2 power_mod(g224,b,p2048) ;
y = power_mod(g224,c,p2048);

return (a,b,c,91,92,y);

gl = power_mod(g,a,p);
g2 = power_mod(g,b,p);
y = power_mod(g,c,p);

return (a,b,c,gl,92,y);

def

# Generate t1,t2 element of Zq 8192 bits
t1 = randint(e,q8191);
t2 = randint(0,q8191);

# Generate hl = s~tl, h2 = s"t2
hl = power_mod(s,tl,p8192);
h2 = power_mod(s,t2,p8192);

return (hl,h2,t1,t2);

def crammerkG():

# p2048 = 2048-bit MODP Group with 224-bit Prime Order Subgroup from
https://tools.ietf.org/html/rfc5114

# q = q224;

# g = g224

»

4 pavid commitment ... x

€

def

def

localhost T8 O »

return (hl,h2,t1,t2);

crammerKG():
# p2048 = 2048-bit MODP Group with 224-bit Prime Order Subgroup from

https://tools.ietf.org/html/rfc5114

# q = q224;
#9 = g224

x1 = randint(e,q224);
x1ltilde = randint(e,q224);

X1 = power_mod(g224,x1,p2048);
Xltilde = power_mod(g224,x1tilde,p2048);

x2 = randint(0,q224):
x2tilde = randint(e,q224);

X2 = power_mod(g224,x2,p2048) ;
X2tilde = power_mod(g224,x2tilde,p2048);

return (x1,x1tilde,x2,x2tilde,X1,X1tilde,X2,X2tilde);

crammerEnc(X1,X1tilde,X2,X2tilde,vk,m):
y = randint(e,q224);

Y = power_mod(g224,y,q224);

(91,92,y) = vk;
vky = hex(gl) + hex(g2) + hex(y) + hex(Y);
t = sha512(vky);

Z1 = power_mod (Mod(power_mod (X1, t,p2048)*X1tilde,p2048),y,p2048):
Z2 = power_mod (Mod(power_mod(X2,t,p2048)*X2tilde,p2048),y,p2048);

k = sha256(power_mod(X1,y,p2048));

obj = AES.new(convertKey(k), AES.MODE_CBC, calculateIV());
encM = hex(m << 4);
c = obj.encrypt(encM);

return (Y,Z1,Z2,c);

0Tssign(a,b,c,cl,c2):
(Y,Z1,72,CAES) = c2;
intlel)) s haviv)

mHay — hav( 4 hav(int{71)) + haviint(72)) & cAFS.

Figure 5.4: Key Generation of Galindo Commitment

Figure [5.4] shows how to implement the Key Generation for One time signature,

GGROS, and Cramer Shoup. The implementation of those three key generation

is straight forward.

It just need to follow the equation based on the Chapter 3

with the value of p,q and ¢ that is designed in Chapter 4. There is also Cramer-

Shoup encryption on that Figure. Before ¢ can hash the value of vk, vk needs to

be converted into hex string first. vk itself consist of gl,g2,y. So the hash value of

vk is equal to the appended value of the hex string of g1, ¢2,y. On the encM, the

message is shifted left by 4 bits (padding) so that it can be processed by the block

cipher.
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5.2.4 Galindo

(%] David Commitment ... %

David Commitment edited —- Sage - Mozilla Firefox

[3 David Commitment ... %

€ ) @ localhost E1| & | [Q search

e

def 0TSSign(a,b,c,cl,c2):
(Y,Z1,Z2,cAES) = c2;
mHex = hex(int(cl)) + hex(Y) + hex(int(Z1)) + hex(int(Z2)) + cAES;
m = sha512(mHex) ;
sigmal = q224;
sigma2 = Mod((c-m-a*sigmal)/b,q224);
sigma = (sigmal,sigma2);
return sigma;

def Commit(a,b,c,m,r):
cl = Mod(power_mod(hl,m,p8192) *

power_mod(power_mod(h2,sha256(vk),p8192),r,p8192),p8192);
€2 = crammerEnc(X1,X1tilde,x2,x2tilde,vk,m);

sigma = 0TSSign(a,b,c,cl,c2);
€ = (vk,cl,c2,sigma);
return C;

B oL Testing Purpose
he modulus
272047+1;
randint(@, (n~2)-1);
vi = randint(e, (n"2)-1);
commited = ui + vi*power(n,2);

p8192 =
1090748135619415929450294929359784500348155124953172211774101106966150168922
7856390285324738488368177697121641690764329692246987526746776627399942657854
3723359615704597092233804069810050786103304731233182398243527947570019986097
1612732540528796554502867919746776983759391475987142521315878719577519148811
8308799194269399584870875409657164191674674993261562265296752091722770013775
9124814756378288055886108332717415401497513489312511601577631889029596069801
1614157721282527539468816519319333337503114777192360412281721018955834377615
4804684792527488673203623853555966017951228067562177135798198706343215619078
1325515370395079527123265240489498386949217448165230380349888136621050864726
3668376514131031102336837488999775744046733651827239395353540348414872854639
7192946943234501868841898225445406472269872921606931847346549419069366465761
3026097219328631717169641897155395416144619175909371952495111670557736207348
1319296041201283516154269044389257727700289684119460283480452306204130024913
8799811359080269838682059693181678196808509986496944169079527129049624049377
7578969891720735635522745506618381584766913553054975543981948032173292586906
9136146085326382334628745456398071603058051634209386708703306545903199608523
8245137296251366591282211009677354505199524042481982628138310973742616503800

€ ) @ localhost B¢

wBe 9 »

#qBI91 = Integer (psly2-1)/2;

q8191 =
545374067809707964725147464679892250174077562476586105887050553483075084461.
928195142662369244184088848560820845382164846123493763373388313699971328927
8616798078522985461169062034905025393051652365616591199121763973785009993048!
806366270264398277251433959873388491879695737993571260657939359788759574405!
154399597134699792435437704828582095837337496630781132648376045861385006887
562407378189144027943054166358707700748756744656255800788815944514798034900!
807078860641263769734408259659666668751557388596180206140860509477917188807
402342396263744336601811926777983008975614033781088567899099353171607809539(
662757685197539763561632620244749193474608724082615190174944068310525432363
834188257065515551168418744499887872023366825913619697676770174207436427319;
596473471617250934420949112722703236134936460803465923673274709534683232880!
513048609664015858584820948577697708072309587954685976247555835278868103674(
659648020600641758077134522194628863850144842059730141748226153102065012456!
399905679540134919341029846590839098404254993248472084539763564524812024688;
789484945860367817761372753309190792383456776527487771990974016086646293453.
568073042663191167314372728199035801529025817104693354351653272951599804261¢
122568648125683295641105504838677252599762021240991314069155486871308251900(
863895848766206742328734065366850869041517684031160816847473565309584321912¢
652843206690115523048225476797044687770142518646235464697557014152773726292.
810371547190759127189514880064458746775993392103018610174501556824465232478;
070216696934307001892401545814627163684226682001631881955038725118577123965!
236849194346446210473239473866900193891370708893242385095054433939889495816!(
093143202669913096612330774415057261459451261682436180433271980469269493144(
290658877958103818157721824723875393564705992081893385086108330491560092274
©39035259020668434904199227312793460600654092819444041349704343268022596324
845990551768299715559011503180532549325119718309147182132815039586410254472!
469442087444269914535387152648680267963875787480986541188660794737756088073!
943932663853557786902132259603174607925097597682406693763405871237065774901(
651232531706035101678988533903527034726377194031329892581048533978512896220
769024511587051543130748439165310393484393405421181998599160453881237904024¢
994137795696393633813591221446404823437114131586217821184294130069580981418!(
607409830463726627443205271194196475694964896677230550451626154776384352623(
5679562459196370176577147429191679

g8191 = 2;

# p2048 = 2048-bit MODP Group with 224-bit Prime Order Subgroup from
https://tools.ietf.org/html/rfc5114

p2048 =
218473595898882084755067249171622650635714019853253703676313617811140296530.
595681515760532819041114104416068981574131938119653297987150003897986230915¢
738250945118554961626824152307536605872616502884288878062467052777605227846
097818506147927484588389513422048126018381129378053717826003801060205228844(

Figure 5.5: One Time Signature and Commit of Galindo Commitment
Figure shows the sign implementation of the one-time signature based on DLP.
Before processed into the SHA512 to get m, the value of c1,Y, Z1, Zs, ¢ needs to be

converted into a hex string first. The commit function of the Galindo scheme is a

compilation of the Cramer-Shoup and the OTS. The rest part of the Figure
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5.2.5 Galindo

€ | | localhost EJd| & ||Q search W B8 »
224 = 1349151308692442037/9699/7/428244561659011087/6328163828635542747312619;
g224 =

2174464614324321605702022855115620875270394288720730886860644452755486747366:
050873292576435751519954730328387084751497120718718591291743488989946216334:
116463504651187567271577773370136574456671482796328194698430314464307239426:
976090391828780001136731637603815756299285930385635362349585632133854954455¢
191116841474125049441861570488354829672808054579585984332040507247226675344t
906714605637308642468422898558630812487636188819677130134963833040948411243¢
080282001834544030678665397472913947329701424015441871376244281384442767213!
0399530477238861596789940953323090393313600101710852392272714077217901672095:
265564666;

# Run Key Generation 0TS and return (sk,vk) : ((a,b,c),(gl,g2,vy))
(a,b,c,gl,g2,y) = OTSKG()

vk = (g1,92,y);

#process vk;
vikhex = hex(gl) + hex(g2) + hex(y);

# Run Key Generation GG RO8 (2048) and return (pk,sk) : ((hl,h2),(t1,t2))
(hl,h2,t1,t2) = KG():

# Run Key Generation for Cramer-Shoup scheme and return (sk,pk)
((x1,x1tilde,x2,x2tilde), (X1,X1tilde, X2, ,X2tilde))
(x1,x1tilde,x2,x2tilde,X1,X1tilde,X2,X2tilde) = crammerKG();

# Get random r
r = randint(@,q8191);

# Start measuring time to commit
startTime = time.clock();

# Commit into commited message using the secret key a,b,c with r as random
commitment = Commit(a,b,c,commited, r);

endTime = time.clock();
print "Processing Time ", endTime-startTime;

(vk,cl,c2,sigma) = commitment;

print "vk = ",vk
print "cl = ",cl
print "c2 = ",c2
print "sigma = ",sigma

Figure 5.6: Implementation of MacKenzie Commitment Scheme

Some part of Figure [5.5| with Figure [5.6| shows how to instantiate the input message
with the two groups of (ps192, ¢s191, gs191) and (p2048, 224, g224) values following
the design in Chapter 4. Figure [5.6] shows the flow of the Galindo scheme after the
instatiation of the input message and two group (p, ¢, g) which is to run the OTS
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Key Generation, key generation GGROS8, key generation of the Cramer-Shoup then

find random value r and start committing and calculating the process time.

5.3 Testing Design

Quantitative testing is chosen for this project. It is conducted by measuring the
computation time for each scheme when it is about to commits a message m. The
message here is a pair of (u;,v;) where each u;,v; is a random element from Zpy2.
The value of N is equals to 22°47 4+ 1. m, appended value of u; v;, is equals to
(u; + v?). The processing time for each scheme is used to determine which one is
more efficient. Less time taken means more efficient of that commitment scheme is.

Each scheme will try to commit the same message 30 times.



Chapter 6

Results and evaluation

In this chapter the results of implementation scheme in the previous chapter will be

presented. After that the results will be evaluated and commented.

6.1

SageMath program results

In this section, the result/output for each scheme will be shown whether it is suc-

cessfully returns the computation time and the commitment/decommitment pair or

not.

6.1.1 Galindo Scheme

localhost c w B
250945 L1B25490 102082415230 /53000587 20 1b5U /B84 2688 /8Ub 40705211 10U 2218
3185061479274845883895134220481260183811293780537178260038010602052288
Processing Time @.592941
vk =
(54103250253211368346568268696688803068693988458201304581420126277138€
9436976644901890490129225205576094926286275734397507662396136131763427
383279284698648119355979104055209020070028475309619329236911948621287¢
4140257130788818024597702419987403943432318526708888813783938318861934
2695191676165921302757201694528714044856888457778755701989562386317302
422036298774423899560796992052453310353196423223693332747364871418864€
362392642570876718204839585430795741276275911718786179849600171342913¢€
1482032392247413255006847205311798669713819551233939791075100183923621
58019855507768850901200106857326719191457
7302981753659195920758062687221463589378422182031052761523988868883682
7403874294712808178195694607736719112105446944360221761714559971414818
©865016954798761240618709319481517933499527082452436915632934514247971
4283171769776365499705292033140352401507550144380020741134887592964613
5303249865572990104535992112535595649002399255003317143055631874800277
639795279049342957540446717410488019211650687783403232269377520744718€
851415913036210107331234324203118687804619988441081577575959693332791¢
2657222157527259170050533293194739625685395560264559215775429662490193
2731401366877824207681958769903618380370
12935802013938696401541431584214782119899065950049051915168481156497 18
483618029002720307898078660309225134350387317597463169475334387401405%
7308632717779388476166773000412935725440860996853242053060644562806964
697555097991348463274196572881009729651505069441595332914041673702713¢8
9087081897387586533586671743423249584550368570517190845232189986161592
436802665990824107398816945809872712615136752178969197237033549134537%
4804298567678079626418339395626536569232024461204520030611874570261801
4550111511740702633447754681817744879000113806339559308302705297508733
21666538760032441433933430198095311284464)
cl =
227477919888096976805948413940335013593190372749866053582563700458526<
1929728659999475576468180323387112271777220164109791209988025742729734
4558588595799545500180244359701846624207417955956433897908362318269521
449454536729634161913366191178708356741228364614658558191781939922621°
7630093579726859880175137365040287559646625926449079888620593299914454
075222233588147487798424165949004894617484299144213653130154810075167¢
2777234674848151939016893236261439226049005464675353222987200052082677
177998914797203905881023362302285609809641976298912492455559836251355€
2936584973654405732139102254237543524878803455055533363402777600207947

J1239R2MRAAA022ITAIAIRAITRATIACAIAIARTRAAOIRATAIT1 1RRAGAGTONAITARTAAIE

~

L wlaniust
498373148970036934
c2 =
(597663296444557037550820684676009698
1225205314752308937456674117457111795
1450398152860334281103674541273255521
561470495554184417467920409907900819%
©83242805105339607597356587913513264€
574329941424608824635270332503712689€
7699812105268848101038858463168154643
798208795599467018692519752805371274€
3708154283287050913194062356919808537
597947547654496149978255975203572503%
1449988314437623306285003451640020132
356501641419001554632025686887636016€
8859638877241489370446998674388546357
5076162049457242982780468639598697831
3400406049024863151194664619186641501
081716991277771980193625327719774740¢
8631985889328951896484081477800780854
8787549913685973958583825410752553972
3174857602927437660855959906307851187
"\x91\x84\x82\x9b\xca\x1d~\x138\xFE\¥
xfd\xa8q\xb8jN\xb3\x9f\xa5!\xed>[Z\xe
\x04\x11\xcaj\xde\x1lab\xb3\x9b\xa3\x&
cf\x05z;\x83}\xb6\x91\xCO\X08\xd8\xed
4\xe5\xed\xdf\x86\x8F\xf5\xe5\xF21iHYY
To~\xb8\xf4\xe4" \x99%\ xee\x89+\x1d\x]
5\x82\xfa\xclz\xf5\x07%nG\ x93\ xe5\xc
Axb4~1xc9; 7\xT1\xdb\x960~\xTe\xe2\x¢
b\xdd\xa6\x8e\x9d4\x9c\x84K\xe6\xcom}
a9\xba?2\x12vn\x90\r\xc1\x1fZd\x90\x97
a2\xb@\x16\xdcsms+\xbc\x95?\x16\xT7k3
Bc\xal=\xc5y\xe8y\xa8\x15@\xd7\x87\xk
\xad\xb2\xbb_\xa8U\xdc\xb83\xead\xe5|
1\ x9bcg\x91\xd1\x05\xb2\ x0ed\ x90\x7 T\
Inx7f\x8afixdb\x92\xdc\x80\xa4\xCc6™\)
S\xlc\xfe\xd@\xfo\xc6Kmcl\xecz\xf3\xe
$\xd27h\xdd\xTdkC5\x91b\xTe\xd8\x8T\)
9\xba\xec\x04\x0bO\x 6\ xdf; xvS\x0e\xs
x17\t\xd8\x89\xc6\xa3\xde\x82p\xb7\xE
aa\xTfwd\x8b\xd9\xe2 |[MZ\xa3\xab}c\xck

VA VT TN vaT T VOO vhIAK S\ vTRL vadl vasl

€

localhost:

B\Xa5 [TS\XCINXII=p\XaD ™\ X1e\X8B\
\x8b\xd9\x92\xce\x1cZ\xaf\xba#\x!
\x9a2\xd8\xa7

\x85/\x83 [\xdb\x86u\xba\xf4\xe5\
ba\xfe\xeb\xal\x7fD\x1d\xc3\xcI0
ba\xc4\xd6Gz\xde\x1b\xf7\xe2\xf7
xcO\x0F\x18\xef\x13*nj\x0c\xb2\x'
\x9a:\x9dL\xa5\x04\xa7\xb5"N7\xa
\x170\xdfalq\xd9$( r\x@4H\xeaNd\
XC7Ux\xa3\x9fg\x93Df*=V)=\xcd\xb
AxaB\x9F\r\xd3\x92\xcc\x11\xc5\x'
A\xd5\x17\xe@\xb2\xf3\xea\x1fb\xf
AX9IWAXD7RAXE5\X FA\XCB\XCD\XB2&H
anB[\xfco\xdc\x11(\x1912T\xa5\xbl
6\x93\xeaH\xa3\xe5\x8d\x1a\x9b\x
x955I\x85\xd f\x1c\xd9\xebs\x04q\
\x9e\ ' \x0eN\xfo\x8a\xb8o\xfa\x1la
20\xe2\xe8\xc9\x03\xce/\ '\xa9\xb
\x96d\Xx06\x07\xTbQ\xT99*\n\xd7\x
\xe9\x1c/Ff\x8e  \x7f\xc5\xed\xaf
\xd8/\xa5\x93\x9c\xflv\xdds\xc3D'
\x172\xa9Bs@\xe7\xf2\xfbf.\x89\x|
A\xdT\xd54\x10\xed\xBc\xaf\xa7c\xl
\xa@\x839z\xf8\x82p3=\xcO\X81L\X
QVAX17\x85\x95, \x82\x83\x17 "\ xT6:
@\xc7\xclixee\x83\xclvfi\xd7<\xe3
E\xdb\xd9>\xdc\xc2\xd7\xa2\x0eld\
\xaau\x80\xd5<\xacB\xc6\x1T\xad\
A\xel\xd5&\xe3$\x1la\xf8\xf3Q\x1bl’
xc8\x8T\x88\x15\xfO\xc5p\xfc\x14
4\xd28\x83\xf3\x07\xb8\x0b8t\xed
(u\xc2\xc8\x0bj\x18\x1aWw\x03\xe:
e\xbfAx99\mxfcixed I\xdc\x08\x00
\xaed\xe2\x8f\x14\x87Hs\x8f, \t\x
8d"\xd2\xb4g\xdc\xbb\xaa\xabs%\x
\xfa\x94\x80q&I\xeb\xel\x84\xca '
6\xd3\x93c\xal\xb8Cv.\xe0\X82%\X
\xca\xe94\xfe\x1b)\x10\xb8\xd4\ x|
4\x87z\xd23\xbe*\xa57t\xcc?70\xa9
sigma =
(1349151308692442037969977428244
88947471412363046964493689055547

Figure 6.1: Commiting Galindo Scheme Commitment
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Figure shows that it is successfully to commit message and return the commit-
ment/decommitment pair ((vk,cl, 2, sigma), (m,r1)). It took 0.592941 seconds to

commit a message using this scheme.

6.1.2 Gennaro Scheme

[EJ commitment Genna... x

€ ) © | localhost:8080/home/admin/s, E1/¢||Qs B 9 » =

) @ | localhost:8080/home/admin/s, <

print “a
print *r*,r;
Processing Time 1.682853
A

191323245388841766762620547738962685657004484295313538257902723076370478\
521646256935313906515642839177323655207598065285493518279278302780081317\
716967279329675764522963250251371032713647976565450915750443270089199597\
193648795803469909897135891162030178242285140255535265009141637604269672\
208142907605237736178681690315409170502809260928586071388985556799820920\
902927517410247083797276559416715676922844237386971367126338450707803397\
088007763751377208719297226688173966062325161937750632630659852500811689000,
447336686360542870968749650521116458228189056513714131996308694206215285\
8350616644547169976778439278050767749624065658002445410004089395253725871\
757050136706672658464722588813620825377543748469744923251324749416993211\
119109621925137119044739962344747112042735644539588389350374865621102613\
030536353885026656163611159218063465569211264453905505511353884849391699\
386624768079506857747878571645054071743712204257506982434206949529411431\,
063613709107234333106100379987584593235852038096427256678511298098043330\
637689401917416551900378321721901991766423114609171761927825638430965639\,
2173658090156471220120286180111896008209979011977984105025078643426575338\
168999650224900739462414286894715745499396371748926060520829390320062121\
593063017777729852874810135541502373126236654195971942643311259558808089\
089784601386381716628609539830185637779013446646055249788334677552778593\
567718924298167066870943231716265053157833856501488545854592802046072889\
917299209752419458189830783344162384877103300935760620917205633242936116\
1840624256619104728273166927274264619156947092473832130913814292599934560\
678201110879849522565756483749964237429100053937762992033382468214651598\,
399161416184947996306253027447964604374111191455795894950321859767355716\,
989125797807121878557732070112112147758242219999245928404311324199608454\
416039690306465367601428732465421575733685061674000017519003941898844884\,
050647954996184622641973189054720764153148009964958622789878882404465885\
529857883576289383174323993523157347879348898161154566234158913668374644\,
826924732954974653713316136685530446455756075531838515616234505151010769\
195640356674429110042148895371155153191948569645374116584961734331125736\
796149917455829512638441781188911002249950029591183864152111440607166422\
689804625437120781622344690882565650410885464654500468586791807417286045\,
715506580502597495663718172048746178510649443024647944890478591238014812\
219444784017359204769646429810773736803267203131846871307948150581973573\
708934485179097574266686149804775129942847493879782620460171887509738001\
940647530582835418995170864360315927952413231775954482703320691423895375\
764678893730949135994152778494894415783649777650634018207687963186601104\
663240993817686293194112279309580683613964076721558065059830942832330850\
57554103325568306861206595389688475509526355691225566353918922548386925875\,

675974945079638846899552153879545033

a
638054250683190988898395189087024295235449466370861074222969957422576531\
370018048588160443640726173169733396931704405496407536544100124107498797\
921341863635745372374326476309939877324646276525220938791730996078351911\
78067253236665766873169045434118105389346261375796028927930636917120395497\
551445196781084070074318565785303590680266750121429702082236186283915161\
340594667250601210769499758592153475776860683025253889860258823359948257\,
995281938507490781811860301918728801341205713176725296631402077333301960\
314451448942955464639183419771150157646555176430290686509785156169924669\,
136003157152627245269046265693941685958581243092686742332176851531896076\
806248123543440788400350502090022401534803253807369395875248680885563628",
843135078515859036597269284552234299093268649574786541496926011721428169\
528281525079663840645249733987106483700994336844679410181626567836689437\,
663192854636763849417277045927720404311146812411010720605113282044324150\
277256623822128625763179714378592912800972943022418144913888462752148729\,
259075908864737494138218618003893877878315611612836174703003352045227739\
227017768199005140528845515691381492887949930109005061263913419706162921Y
157460220938312120279681314178162799620219170801467703221806536815340327\
459117728489055675625395025728531112795070374026467428022584411021839561\
201882767592289576620386464953327062107400027269963325875331454374233694\
028182201202711428104824151404458243584861021840738392376997317867195600\
847039889772738351864312124382828253066556450415566176369411426200508851\,
781062009041179076409720927625951389585716127118776147516195012192954505\
5110546551404698763533356113064833557786257801103968309690761150247553810\,
474324464445120625486758730832734869416464892835601406595869521140051598\
666272935599341948656036550715842423426736693597670804937557999842008491\,
435436666628706798227555034454092105315209790361379148038179791324840365\
625150972075633994728645353481632475297097590620888819918884678869315744\,
169511896358506161745544382000089894403385760084185636988077529575988990\
256027751476310482383962131314182227369502934461419191852518027373125107\,
4531841 13886454, 488 481185611463429622357043275120\
300691945030375167636173053725402942418952335955789807768104241292381137\
330762369331816113988804245464097199906199929135474292693287472006664777\
307346474073084532159911813308081082024167897566822519965016418449568580\
572019764377861740950495558434692132369997292568650051164948463808680771\
87527365395224092

-
601432829674895734143360681298002622802674459654654300640795863971424373\
914558155064989729726496421663214942745869911927308180347393676479813239\,
309318616698684938160842632390646455939223778929712285028976033655642501\
408766398873200115831784997119650928881938714404191380246559006421087619\,
750182707361449377830980003094295764682595822363753634787585298549754628\
711459411067206068738118338511147438473788300915607234315224896916899097\,

Figure 6.2: Commiting Gennaro Scheme Commitment

Figure shows that it is successfully to commit message and return the commit-
ment/decommitment pair (C, D) = (A, (a,r)). it took 1.682853 seconds to commit

a message using this scheme.
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6.1.3 MacKenzie Scheme

[} MacKenzie Commit...

€

print "c = *,
print "beta

locz

localhost:

., beta
Processing Time 1.105988
gprime =
737992592718278918370371494586455293942460668203939661394842959401050653\
504324194256028126235098020758109469453311319728179891616951723742102449\
813448059991968588130650352232411604349914412952361999815489530765014171\
486779533302997156281107723079305681638173747356270525505008526882157709\
569573021237879654546344520932323566930720877429929742797456286912928916\
430393487857840541781160792033538065707121958759561399502827621078387602\
726064124815367979 11 48221638561665166405\
0; 10217214381 12066706975574821456500384627822\
030938560050698256134831407843749347438640258211414681464791110572813075\
406716428245912879265453309241663597710875647731309774236681095607045600\
520319174268256170290600964989668747192895118846631917050018351142170810\
102888218008060963924706333581099778813232368803677882903611299968227599\
005860862159566370721491240924729258845634687141037232230962302128533949\
616796468397267867294934721279651960996675337392247202694579403343467249\
758834854202531364251032513975239887401275160882541990211711010194291311\
093753306337 988835633636801305878303647717956347926239604715720699425515\
344458727716687132461650700883827319122622086735064749978825567714830245\
227517078721420167403915448329501120927809781287311523327432200737727775\
476169451307064146201245391448286574655201383868067130356851845307210947\
381906484179194007344288458173311043864594553125075421244779791118508466\
654775830792740917457319915034401969154147905029083738676048604924844539\
926574399514292622719273199250229021885561146186883636949336000478953769\
44153704 586974279278912: 16165254304817219913\
313980030140134173867453617328027805368914234731637430853731642397069660\
472406132213107642549019178598691867659191097627209133842454910724325447\
621428923668020396551329338007254472275364216847849220398506500184886568\
388079237276814381630587685762492550493829758497905456614854258155137301\
952585234553030368252086009272649532790155160403841733132437637392660932\
595076848149896859628604181746429550231585726809759593297692628489522953\
547776866972756660037688832941194673387340747743901607769730708863085105\
070385704574892021298718466346358302954230307689605839705536165640224533\
5885679654199877068117198617776293196862404149592195295923439737025236374\
086017383798433530013391877774264158722304393937145730851051047210196556\
406872188112170469026534556789894838419950741124953836637566289197097126\
336153681392474444

c
528699637030391141670990845742187118525709948697073499985008641512500265\

1482502328349824887599940503078243443192456114201033149186206 77444195056\
05t:8080/home/admin/# /17569950 7118624899057401988589260654947742693735207151\
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Figure

Figure 6.3: Commiting MacKenzie Scheme Commitment

shows that it is successfully to commit message and return the commit-

ment/decommitment pair (C, D) = ((¢, ¢), 5). it took 1.105988 seconds to commit

a message using this scheme.

6.2

Testing Result

In this section, the result of qualitative testing designed in the Chapter 5 will be

presented. The result can be seen at the Table
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Attempt No. | Galindo | Gennaro | MacKenzie

1 0.589088 | 1.636936 1.11724
2 0.578257 | 1.628937 1.1362

3 0.59237 | 1.639142 1.192863
4 0.593226 | 1.643474 1.099196
5 0.588343 | 1.607135 1.122539
6 0.594368 | 1.617173 1.113508
7 0.588432 | 1.649609 1.1289

8 0.597854 | 1.644068 1.121914
9 0.598602 | 1.635983 1.131026
10 0.588397 | 1.648733 1.120118
11 0.582843 | 1.634325 1.114878
12 0.590297 | 1.645597 1.121255
13 0.578146 | 1.630017 1.116755
14 0.573431 | 1.648403 1.123419
15 0.58497 | 1.639231 1.130935
16 0.583826 | 1.636228 1.118372
17 0.580681 | 1.637478 1.123152
18 0.591241 | 1.658114 1.139124
19 0.594737 | 1.634191 1.137118
20 0.591177 | 1.621906 1.128035
21 0.592282 | 1.651259 1.100836
22 0.594414 | 1.624751 1.113989
23 0.597776 | 1.608375 1.109527
24 0.587701 | 1.641879 1.111538
25 0.58151 | 1.638917 1.138395
26 0.5974 1.632864 1.127042
27 0.594399 | 1.64017 1.105434
28 0.588066 | 1.598325 1.106984
29 0.590659 | 1.633595 1.113115
30 0.602909 | 1.632979 1.115902

Table 6.1: Computation Times of Committing Message 30 Times

Each row in Table [6.1 represent computation time for each attempt of each
scheme in second. It is seen that for every attempt of committing a message, Galindo

scheme is faster than the rest of the scheme. represent its computation time to
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commit message.

6.2.1 FEvaluation

Based on the Table Table [6.2) that represent the average computation time for

commiting a message can be constructed.

Scheme Time

Galindo | 0.589580067

Gennaro 1.6346598
MacKenzie | 1.122643633

Table 6.2: Computation Time For Each Scheme To Commit Message

It can be seen that on average (in this testing is 30 attempt), Galindo scheme is
faster than the rest of the scheme. The computation time of Gennaro is 2.772583221
times slower whereas MacKenzie is 1.904141094 times slower. Overall the proposed
scheme committing computation time is a lot faster by around 50%. So it is proven

that the proposed scheme is more efficient.



Chapter 7
Discussion

In this chapter, the achievements the future work will be discussed.

7.1 Achievements

The motivation for this project is fulfilled which is to propose an improvement com-
mitment scheme that is applicable for the threshold DSA /ECDSA. The project has
been successfully to realise Gennaro, MacKenzie, and Galindo scheme in a SageMath

program as a proof of concept that the proposed scheme is more efficient.

7.2 Future Work

For the further work can try to study on the complete cryptosystem of the threshold
DSA/ECDSA then applied the proposed Galindo commitment scheme. By build-
ing the whole threshold DSA/ECDSA with different commitment scheme it can be

further proven that the proposed scheme is more efficient.
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Chapter 8
Conclusion

Threshold DSA/ECDSA is one solution to mitigate malware stealing Bitcoin. The
protocols behind the threshold DSA/ECDSA are complex. Commitment is one
of that protocol that allows a sender to commmit to a message with information
privacy. There are Damgard, Gennaro, MacKenzie commitment that is applicable
for the threshold DSA/ECDSA. Galindo scheme is proposed as an improvement for
the threshold DSA/ECDSA. By implementing and testing the realisation for each
scheme, it is proven that on average, the Galindo scheme is a lot faster by around
50%.
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Appendix A

SVN project repository

The address of our SVN project repository is
https://codex.cs.bham.ac.uk/svn/projects/2015/mnw529/

A.1 Contents of the SVN project repository

The SVN contains three implementations of the commitments scheme namely Galindo
Commitment.sws, Gennaro Commitment.sws, MacKenzie Commitment.sws in a
form of SageMath program. The program will produce the commitment of a message

and its computation time corresponding to each scheme.

A.2 How to run our software

In order to run the SageMath program, there are steps that can be followed.

e Install SageMath (Installation steps for Windows E] or Linux E[))

Run the Sagemath application in Notebook mode.

Upload all of the commitment file from the SVN to the SageMath.

Open the commitment scheme that is going to be tested its computation time.

Choose 7evaluate all” to run all of the command in the code and to see the

resulted commitment and computation time.

thttp://www.sagemath.org/download-windows.html
2http:/ /www.sagemath.org/download-linux.html
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